
UNCA CSCI 373 Computer Networking
Final Exam

30 April, 2015

This is a closed book and closed notes exam. It is to be turned in by 5:30 PM.

Communication with anyone other than the instructor is not allowed during the exam. 
Furthermore, calculators, cell phones and any other electronic or communication may 
not be used during this exam. Anyone needing a break during exams must leave their 
exam with the instructor. Cell phones or computers may not be used during breaks.

Name:________________________________

Problem 1 (4 points)  Internet model
The Internet model is the most widely used model for networking. It is also the model 
used in the Socket API. List the layers of this model and describe the function of each 
layer of the Internet model.

Problem 2 (3 points)  Internet model top layer
List at least two widely used protocols that exist at the top level of the Internet model. 
Give a brief description of your chosen protocols.

Problem 3 (3 points)  Internet model next-to-top layer
There are two very significant protocols in the next-to-top layer of the Internet model. 
Name these two protocols and describe each in a few words or phrases.
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Problem 4 (12 points) Vocabulary I
Give a brief definition of six (your choice) of the following seven terms. Cross through 
the one you do not want to be graded.

Great firewall of China

Great cannon of China

JSON

marshalling

class A network

ARP (address resolution protocol)

nc
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Problem 5 (12 points) Vocabulary II
Give a brief definition of six (your choice) of the following Python variables or methods. 
Cross through the one you do not want to be graded.

accept (from the socket interface)

connect (from the socket interface)

listen (from the socket interface)

__init__ (that’s two underscores on each side, four in all)

sys.argv

run (from threading.Thread)

start (from threading.Thread)
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Problem 6 (10 points) Client networking
In the solution for homework 2, four methods were used from the Python socket 
module. The headers for these four methods are listed below exactly as they appear in 
the documentation for the Python socket module.

• socket.close()
• socket.connect(address)
• socket.makefile([mode[, bufsize]])
• socket.socket([family[, type[, proto]]])

Additionally, two constants from the socket module were used in the solution.
• socket.AF_INET
• socket.SOCK_STREAM

Write a Python function called will_it_rain that takes a single parameter called 
host_name as its argument and performs the following actions.

• Connects to a server at port 5161 on host_name and sends a single CRLF 
terminated line:

Will it rain?
• The client then reads the server’s answer, which is also a CRLF terminated line.
• The client closes the connection.
• If the answer, with the CRLF removed, is 'yes' or 'oui'; the function returns 

True. Otherwise, it returns False.

def will_it_rain(host_name):
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Problem 7 (12 points) Server networking
Write a server that runs on port 5161. The protocol for this server is very simple and 
does not require any threading.

The server maintains a count of the connections it has accepted. When a client 
connects to the server: the server replies with 'even\r\n', if the number of 
connections is an even number; and replies with 'odd\r\n', otherwise.'

The headers for several useful methods listed below exactly as they appear in the 
documentation for the Python socket module.

• socket.accept()
• socket.bind(address)
• socket.close()
• socket.connect(address)
• socket.listen(backlog)
• socket.makefile([mode[, bufsize]])
• socket.socket([family[, type[, proto]]])

Additionally, there are two useful constants.
• socket.AF_INET
• socket.SOCK_STREAM
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Problem 8 (4 points): TCP implementation
Briefly explain how TCP provides reliable connections and data transmission.

Problem 9 (3 points): Socket API interface – Writing it all
Although TCP guarantees delivery as long as the network is working, the operating 
system does not. According to the Python socket API, the socket.send(string) 
method “Returns the number of bytes sent”. If you want to send all bytes of a string with
373 bytes, what must you do. Write your solution in Python it you want complete credit 
for your answer.

Problem 10 (3 points): TCP and messages
TCP transmits data as a stream of bytes rather than as a sequence of messages. 
Mention at least two ways that a TCP stream can be divided into messages. (We’ve 
discussed at least three in this course.)
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Problem 11 (4 points): Host addresses

How many bits are used to encode a host number in IP version 4?

How many bits are used to encode a port number in TCP?

What are the bits used to encode the IP number 10.10.10.10?

Problem 12 (2 points):
What is the bandwidth required to transmit GSM mobile voice audio of 260-bit samples 
at 50 Hz? (Question 27(c) of the textbook.)

Problem 13 (4 points) Mystery connections
I am at home in using my Mac to connect, via ssh, to cowee.cs.unca.edu. The port 
number used by ssh is the “well known” 22. When I type the command “ip addr” on 
my Mac, it claims to be using the IP address 172.16.0.52. cowee claims is using the IP 
address 152.18.69.99. 

When I type “netstat -an” on both of the computers, I see only one connection on 
each using ssh, which is expected. On my Mac, the relevant connection is between the 
following pair, my Mac on the left and cowee on the right.

172.16.0.52 : 4444 152.18.69.99 : 22
However, on cowee, the connection, with cowee on the left this time, is:

152.18.69.99 : 22 97.82.190.140 : 3525

Why is there a change in host and port number and how is this being implemented? PS:
It might be appropriate to draw a diagram showing the mystery thingamajig (sometimes 
called a “thing-a-ma-jig”) between my Mac and cowee.
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Problem 14 (5 points)
Suppose a host contains the following routing table, specified using the CIDR network 
notation:

Network Next hop

152.18.60.96/28 Interface A

152.18.60.180/28 Interface B

152.18.60.0/24 Gateway 152.18.60.110

default Gateway 152.18.60.254

How many hosts can there be in the 152.18.60.96/28 network?

What is the range of IP addresses that are contained in the 152.18.60.96/28 network?

What would be the next hop for the following IP address destinations? Put your answers
in the right column. Remember, longer network masks are matched first.

IP destination Next hop

10.10.10.1

152.18.60.51

152.18.60.101

152.18.60.151

152.18.60.201

192.168.0.251

Problem 15 (10 points) IP and UDP Packet headers
This is almost the packet format problem of Homework 6.

Suppose an application calls the sendto function of the socket API to send a 1800-byte
datagram to port 26000 of host 152.18.69.200. Suppose the application is sending this 
datagram from port 16000 of host 152.18.69.100 and that the MTU of the network 
connecting 152.18.69.100 and 152.18.69.200 is 1500 bytes.

Using the packet header diagrams appearing on the next two pages, describe the 
contents of any IP packets generated to perform the sendto operation. Your answer 
should consist of some filled-in (as best as possible) fields of the UDP and IP headers 
used in the datagram transmission.

It is not necessary to write binary values into the fields. Just use the most appropriate 
representation. For some fields, such as the Flags fields, it would be best to just write 
a short description.
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 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
                               IP
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Version|  IHL  |Type of Service|          Total Length         |
|       |       |               |                               |
|       |       |               |                               |
|       |       |               |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Identification        |Flags|      Fragment Offset    |
|                               |     |                         |
|                               |     |                         |
|                               |     |                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  Time to Live |    Protocol   |         Header Checksum       |
|               |               |                               |
|               |               |                               |
|               |               |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       Source Address                          |
|                                                               |
|                                                               |
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    Destination Address                        |
|                                                               |
|                                                               |
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                               UDP
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          Source port          |       Destination Port        |
|                               |                               |
|                               |                               |
|                               |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            Length             |           Checksum            |
|                               |                               |
|                               |                               |
|                               |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           UDP payload
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                               |
|                                                               |
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 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
                               IP
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Version|  IHL  |Type of Service|          Total Length         |
|       |       |               |                               |
|       |       |               |                               |
|       |       |               |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Identification        |Flags|      Fragment Offset    |
|                               |     |                         |
|                               |     |                         |
|                               |     |                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  Time to Live |    Protocol   |         Header Checksum       |
|               |               |                               |
|               |               |                               |
|               |               |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       Source Address                          |
|                                                               |
|                                                               |
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    Destination Address                        |
|                                                               |
|                                                               |
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                               UDP
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          Source port          |       Destination Port        |
|                               |                               |
|                               |                               |
|                               |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            Length             |           Checksum            |
|                               |                               |
|                               |                               |
|                               |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           UDP payload
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                               |
|                                                               |
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Let’s end with two problems from our last homework.

Problem 16 (5 points) Spanning Tree
When the spanning tree algorithm is run on the following tree, what order are bridges 
(the circles with labels like B4) and segments (the doubled lines with labels like E) 
added to the spanning tree? Be sure to cross out all links that are removed from the 
mesh by the spanning tree algorithm.

Problem 17 (4 points) Learning bridges
Suppose there is a host α on segment A, a host β on segment B, and a host ε on 
segment E and that all the bridges after they have formed the spanning tree have 
forgotten everything they knew about the location of hosts.

• If α sends a packet to β, which bridges “learn” the location of α?

• If ε sends a packet to α, which bridges “learn” the location of ε?

• If β sends a packet to ε, which bridges “learn” the location of β?

On the diagram above, indicate what every bridge has learned after these three packets
have been transmitted.
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