
Spring 1991 473-8.1

CSCI 473:  Network Programming
Homework #2

Protocol Specification

Client

After starting, the client opens a datagram (SOCK_DGRAM) port which it will use to communicate
with the server.  It will use this single port for all communication to the server.  Requests to the
server will be sent to UDP port number 5473.  Servers can run on any machine; however, no
machine will have more than one server.

The client numbers all its request with a transaction id.  The transaction id's start with one and are
incremented by one with each new request.  The only time a transaction id is reused is when a
request must be retransmitted.

Requests are of the form:
xid: variable +increment

where xid is a transaction id, variable is an ASCII string giving the name of a variable, and
increment is an integer giving an integer to add to the variable.  The variable is a string of one to
fifteen letters.  The increment is positive number between 0 and 999999 exclusively.  The number
is encoded as a sequence of ASCII digits, i.e., no commas allowed.  The last digit of the number is
the last character of the request. 

The server should respond with a reply of the form:
xid: variable=value

If the client does not receive a reply in a timely fashion (say one-tenth to ten seconds) it must
retransmit the request using the same transaction id, variable, and increment.  The request is
retransmitted until either a reply is received or it is reasonable to assume the server is ``dead.''  Let's
assume twenty-five is a reasonable number of retransmissions.

Closing the session

There is no explicit mechanism for closing a ``connection.''  However, if the server has not received
a request from a particular port in an hour, it will assume the client using that port has terminated.
This implies that if your client is going to be idle for over an hour it must send period ``keepalive''
requests, e.g.

xid: keepalive=0
every few minutes.

Error handling

Your program should verify that the datagrams it receives were sent by the client by checking the
machine IP number and port number of the datagram sender.  Though not required, you may want
do check the server's responses to see if they follow the required format.
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Server

When it is started, the server opens datagram port 5473.  If the server cannot bind to port 5473, it
will print an error message and then terminate.

The server must maintain a table containing the variables and their present values.  When the server
receives a request of the form:

xid: variable +increment
the server searches it table for an entry of the form (variable, pres-value).  If variable is not presently
in the table, the server creates a entry for it with a pres-value of zero.  It then adds increment to pres-
value to obtain a new-value for the variable.  The old entry for variable is replaced with (variable,
new-value), and the server then sends a response to the same port on which it received the request.
The response is of the form:

xid: variable=new-value

Retransmissions

Occasionally, a client will transmit the same request more than once because either the request or
the response was lost.  The server must be sure to give the same response.  This means the server
must ``remember'' the last response, or at least the value of the last response, for each of its clients.
Clients may be identified by their machine id (IP number) and port number.  The first field, xid, of
each client response is a transmission id.  Each client numbers its request sequentially beginning with
one.  Requests with the same transmission id are retransmissions.

In order to limit the number of clients the server must remember, the client is allowed to ``forget''
clients which have not transmitted a request for over an hour.

Error handling

The server should not crash due to badly formed packets.  The server may examine requests to verify
that they are of the proper format.  There are no explicit error response packets in this protocol.
Consequently, the server should make no response to bad packets.

Overflow

The server should be able to handle up to one thousand variables, one thousand ``connections,'' and
variable values up to one billion.  Any request that would cause any of these limits to be exceeded
may be ignored.


