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ECE 206, Fall 2001: Lab 5 
Traps and Subroutines 

Learning Objectives 
In this lab, you will practice writing and using service calls and subroutines.  You will 
write two service routines that implement a simple pseudorandom bit generator, and you 
will write a subroutine that prints the result of a random coin toss to the screen. 

Background 
WARNING:  This lab might seem complicated, but it really is not.  Even if you don’t 
understand how the pseudorandom bit generator works, just follow the instructions, and 
everything will be fine! 

Linear Feedback Shift Register (LFSR) 
Sometimes we want to include randomness in the programs we write, perhaps to model a 
real-life random phenomenon (like a coin toss), or maybe just to make our programs 
more interesting.  Because the computer does exactly what we tell it to do, it is difficult 
to get “real” randomness into our programs, but mostly want we want is a number (or a 
sequence of numbers) that is highly unpredictable to an external observer. 
 
There is a class of algorithms called pseudorandom number generators (PRNGs) that are 
designed to produce a sequence of random-looking numbers.  In fact, the numbers are 
completely predictable if you know the starting point.  But someone just looking at the 
output would find it difficult to determine the starting point or to determine the next 
number in the sequence. 
 
One type of PRNG is called a linear feedback shift register (LFSR).  This approach 
generates one pseudorandom bit at a time by sequencing through a large set of non-
repeating values.  The size of the shift register and the specific method of generating the 
next value determines the number of non-repeating values.  We won’t get into the 
mathematics of why this is so, but you can read Chapter 16 of Applied Cryptography by 
Bruce Schneier for more information. 
 
Here’s how an LFSR works.  Consider a 16-bit register, like the one shown in Figure 1.  
Each time we want a new pseudorandom bit, we shift the register bits to the left – the bit 
that is shifted off the left end is the output.  The trick is that we want to shift something 

 
 
 
 
 
 
 
 
 

Figure 1.  A 16-bit linear feedback shift register (LFSR). 
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random into the rightmost bit position.  (If we just shifted in zero, for instance, our bit 
sequence would soon become very predictable!)   
 
That’s where the “feedback” part comes in.  The bit that we shift in is a function of the 
bits that are currently in the register.  In particular, we XOR some of those bits together 
to produce the new bit.  Some mathematicians have figured out that if we XOR bits 0, 11, 
13, and 14 together (recalling that bit 0 is the least significant bit and bit 15 is the most 
significant), we will generate the largest possible sequence of non-repeating values in the 
shift register. 
 
(Note: Usually, shift registers are shown shifting bits to the right.  But we all know that 
it’s easier to shift to the left in the LC-2.) 

LFSR Service Routine 
One of your tasks for this lab is to write a service routine that implements the LFSR 
shown in Figure 1.  This service routine will return a random one-bit value (0 or 1) in R0 
each time it’s called.  
 
Here are the routine’s requirements: 
 

• The random bit (0 or 1) must be returned in R0.  No other registers (R1 – R6) will 
be changed by the service routine.  (R7 will of course be altered by the TRAP 
routine.) 

• The service routine must begin at location x1000. 
• The 16-bit shift register value will be stored at location x0FFF.  Don’t worry 

about how this value gets initialized – that’s done by the “seed” service routine 
that we’ll talk about next. 

• The service routine will be called by TRAP x80. 
 

Here’s how the routine works: 

(a) Load the value at location .x0FFF.  The most significant bit of this value is what 
should be returned.  (So save it in R0 before shifting!) 

(b) Compute the new bit to be shifted in by XORing bits 0, 11, 13, and 14.  Note: The 
XOR of a group of bits will be 1 if an odd number of the bits are one; it will be 0 
if an even number of the bits are one. 

(c) Shift the value to the left (by adding it to itself) and then add in the new bit 
computed in (b). 

(d) Store the result back into location x0FFF and return. 
 
Don’t forget to save and restore registers, if needed! 
 

Seed Service Routine 
We need a way to initialize the LFSR, so that we don’t always start from the same value 
in the sequence.  This is generally called “seeding” the PRNG.    This routine, associated 
with TRAP x81, will do the following: 
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(a) Store the value of R0 into location x0FFF (the LFSR). 

(b) Cycle the LFSR 16 times, so that we get a good mix of ones and zeroes in the 
register to start with.  (In other words, after storing R0, call TRAP x80 sixteen 
times.) 

 

Appendix: Flow Charts and Pseudocode 
In the prelab, you must show the algorithm for the LFSR service routine.  This does not 
mean that you should write assembly code.  In fact, you may not turn in assembly code 
for this prelab – you must provide either a flow chart or pseudocode. 
 
We’ve drawn lots of flow charts in class, but you may not be familiar with the concept of 
pseudocode.  It’s a way to describe an algorithm that’s something in between normal 
English text and a formal programming language.  Describe the algorithm precisely, but 
not in too much detail.  Instead of specific instructions or machine registers, describe the 
operations that the computer must do to carry out our wishes.  Pseudocode statements 
make excellent comments for the program or subroutine that you’ll eventually write.  
There are no specific syntax requirements for pseudocode, but it should be clear and 
precise, so that any programmer could translate your algorithm into a functional program. 
 
As an example, below is a flow chart based on Lab 4, which describes how a sequence of 
characters is entered from the keyboard and converted to a decimal number.  To the right 
is a pseudocode representation of the same algorithm.  Note the indentation is used to 
make the structure of the code  (loops, branches, etc.) easier to see.  Note also that we use 
variable names, not register names. 
 
 
 
 

 
 

 

Algorithm: ReadNum 
Purpose: Input characters and convert to decimal number 
Author: Greg Byrd 
Date: October 27, 2001 
 
Initialize Num = 0. 
Loop 
 Read Character from keyboard. 
 If Character is linefeed,  
  EXIT algorithm and return Num. 
 Else,  
  If Character is a decimal digit, 
   Digit = Character – x30. 
   Num = Num * 10. 
   Num = Num + Digit. 
  Else, 
   Read characters from keyboard until 
   a linefeed is entered. 
   Print “Illegal Input” message. 
   EXIT algorithm and return 0. 
  End If. 
 End If. 
End Loop. 

Initialize result
to zero

Mult result by 10
and add number
into ones digit

YES

Read next char

Convert to number

is a digit?
NO

is LF? DONEYES

NO

Read next char

ERROR

is LF?
NO

YES
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Prelab Exercises (30 pts) 
If you are submitting pseudocode electronically, use a plain text file and submit it as 
“prelab5.txt”.  If you are submitting a flow chart electronically, it must be in PDF or 
PostScript format – submit it as “prelab5.pdf” or “prelab5.ps”. 
 
Design an algorithm for the 16-bit LFSR service routine discussed in the text.  Assume 
that the LFSR value is stored in a known location in memory.  The return value is the 
next pseudorandom bit, either zero or one. 
 
Submit a flow chart or pseudocode description of the algorithm.  This is an algorithm 
designed specifically for the LC-2, so it’s OK to include specific addresses or registers in 
the algorithm description.  (But avoid giving too much detail – we don’t want a complete, 
functional assembly language program, just a description of the algorithm.) 
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Laboratory Exercises (70 pts) 
 
1. (20 pts)  Write the LFSR service routine in LC-2 assembly language, with the 
following requirements: 

• The service routine begins at x1000. 
• The LFSR value is stored at location x0FFF. 
• The result (next bit) is returned in R0. 

 
2. (10 pts)  Write the seed service routine in LC-2 assembly language, with the following 
requirements: 

• The service routine begins at location x1100. 
• The value in R0 is stored in location x0FFF. 
• The LFSR service routine (TRAP x80) is called 16 times. 

 
3. (10 pts)  Write an LC-2 assembly language file that, when assembled and loaded, sets 
the system control block entries for traps x80 (the LFSR service routine) and x81 (the 
seed service routine).  Hint:  This assembly language “program” will contain no 
instructions! 
 
4. (10 pts)  Write an LC-2 assembly language subroutine that prints the letter ‘H’ to the 
console if the value in R0 is zero, and prints the letter ‘T’ to the console if the value in R0 
is one.  You may assume that no other values will be present in R0. 
 
4. (20 pts)  Write an LC-2 assembly language program that uses the two service routines 
and the subroutine to do the following: 

• Use the IN service call to ask the user to type a single character. 
• The ASCII code of the character that is typed will be used to seed the LFSR. 
• Simulate 100 coin flips, in which a random zero bit is “Heads” and a one bit is 

“Tails”.  Print the result of each coin flip (‘H’ or ‘T’) to the console. 
• When the program halts, the number of “heads” is in R4, and the number of 

“tails” is in R5. 
 
Submit the following files: 

• Lfsr.asm – the LFSR service routine, from part (1) 
• Seed.asm – the seed service routine, from part (2). 
• Setup.asm – the initialization program from part (3). 
• Lab5.asm – the program and the subroutine from parts (4) and (5). 

 
To run the program, load the object files in the order given above (lfsr, seed, setup, lab5).  
For an input of ‘z’, R4 should equal 58, and R5 should equal 42.  


